Borg Backup

(a fork of Attic-Backup)

"l found the Holy Grail of backups."
(Stavros K. about Attic-Backup, 8/2013)

35¢3 presentation by Thomas Waldmann

(presented by Manuel Riel)



Borg Backup - Features

. li backup tool, separate GUIs

. good arch / platform / fs support

. dedu P licatioN (content-defined chunking / hash-id)

« COMPression (iz4, zstd, zlib, Izma)

. auth. encryption (AEs256 + hmac/blake2)
. read from locally mounted fs

. Store to local fs or to remote borg
- FUSE-mount backup archives



Borg Backup - remote backup

Own server with ssh and free space:
» install borg, configure, done!

No own remote server? No problem:

e rsync.net (ssh, cli)

» hetzner's storage box

« borgbase.com (ssh, web, easy)
« mutual backups "nerd-to-nerd"
» local repo + rclone to cloud



Borg Backup - GUIs, Tools

e Vorta - a GUI for borg

= Python 3.6+, Qt, Linux or macOS, GPL v3
» assimilate less nerdy friends with this!
= (show screenshots)

e borgmatic - define borg jobs by config file

e FOor more tools, see:

» github: borgbackup/community
» and please add your borg stuff there!



System Tray and Main Window

Window Help 8 . = 1657 Q QK =
Vorta for Borg Backup

Test Repo Backup Now >

Sandisk .
Full Home Folder to HD Quit
nyx2@borgbase
@ ] Vorta for Borg Backup yx2@borg
Current Profile:  Test Repo L IRzARR
Sources  Schedule  Archives  Misc
Repository:  w66xh7lj@w66xh7lj.repo.borgbase.com:repo cSS
Remote or local backup repository. For simple and secure backup hosting, try BorgBase.
SSH Key:  Automatically choose SSH Key (default) s th
To securely access remote repositories. Keep default to use all your existing keys. Or create new key.
Compression:  Zstandard Level 3 (modern) <

Compression used for new data. Can be changed and doesn't affect deduplication. Read more.

Encryption: repokey-blake2

Original Size: 462.4 MB
Deduplicated Size: 71.3 MB
Compressed Size: 59.3 MB

Start Backup




Select Source Folders and Exclusions

| NON | Vorta for Borg Backup

Current Profile: = Test Repo S SR EN

Repository |ElV{ERY Schedule  Archives  Misc

Source Folders and Files to Back Up:

/Users/manu/Workspace/vorta/tests Add Folder

fUsers/manu/Documents/Asherah/Accounting

[Users/manu/Documents/financial/Bob Add File
Remove

Exclude Patterns (more): Exclude If Present (exclude folders with these files):

*/.DS_Store .nobackup

Start Backup




List of Point-In-Time Archives

| BON | Vorta for Borg Backup
Current Profile: =~ Test Repo B+ = @
Repository Sources Schedule Misc
= Archives for w66xh7lj@w66xh7lj.repo.borgbase.com:repo
Date Size Duration Mount Point Name
2019-03-0513:12 | 194.0 KB 0:00:01 nyx2-test-repo-2019-03-05T13:12:04
2019-02-16 12:04 478 KB  0:00:01 nyx2-test-repo-2019-02-16T12:04:06
2019-02-16 12:03 479 KB  0:00:01 nyx2-test-repo-2019-02-16T12:03:47
2019-02-16 12:01 479 KB  0:00:01 nyx2-test-repo-2019-02-16T12:01:20
2019-02-16 11:59 479 KB  0:00:01 nyx2-test-repo-2019-02-16T11:59:52
2018-12-14 14:08 nyx2.local-remote-test-repo-2018-12-14T14:08:00
2018-12-14 12:51 nyx2.local-remote-test-repo-2018-12-14T12:51:06
& Extract B Mount & Check I Delete 2< Prune £ Refresh

To mount archives, first install "FUSE for macOS" from here.

3< Prune Options and Archive Naming

Start Backup




Restore Individual Files and Folders

Y
o

Archive: nyx2-test-repo-2019-03-05T13:12:04, 2019-03-05 13:12:11

Vorta for Borg Backup

(<N < J<)

Name
v Users
v manu
v Workspace
v vorta
v tests
> __pycache__
_init__.py
> borg_json_output

test_archives.py
test_borg.py
test_notifications.py
test_repo.py
test_schedule.py
test_scheduler.py
test_source.py
test_utils.py
conftest.py

> Documents

Modified

Mon, 2019-03-04 22:51:50
Mon, 2019-03-04 22:53:43
Wed, 2019-02-20 17:28:55
Wed, 2019-02-20 17:28:55
Wed, 2019-02-20 17:28:55
Wed, 2019-02-20 17:28:55
Wed, 2019-02-20 17:28:55
Wed, 2019-02-20 17:28:55
Wed, 2019-02-20 17:28:55
Wed, 2019-02-20 17:28:55
Wed, 2019-02-20 17:28:55
Wed, 2019-02-20 17:28:55
Mon, 2019-03-04 22:51:50

Note: If you select a top-level folder and deselect its children, they will still be restored.

Size

158 B

5.0 KB
677 B
733 B
4.4 KB
11KB
453 B
577 B
307 B
1.5 KB

[ Cancel NSRS




Backup Schedule

[ NON | Vorta for Borg Backup

Current Profile: = Test Repo B + @ W

Repository Sources Schedule Archives Misc

@ Schedule

© Backup manually
Backup every 1 Z hours at 24 |  minutes past the hour
Backup daily at 17:54

Validate repository data every3 | weeks

Prune old Archives after each backup

Apply Next Backup: None scheduled

= Networks

= Log

»_ Shell Commands

Start Backup




Only Backup on Selected WiFis

® @ Vorta for Borg Backup

Current Profile:  Test Repo B + Z @

Repository Sources Schedule Archives Misc

@ Schedule

= Networks

Allowed Networks:

SINGTEL-BC5D (5G)
LLI GUEST

Airport WiFi

Plaza Premium Lounge
AndroidAPb
AndroidAPm

Lifecare 1st Floor 07

(I J<J<J<J<

mnat

= Log

*_ Shell Commands

Start Backup




Borg Backup - Project

- COMMunNIty project

. FOSS (BSD license)

. Dython 3.4+ (master: 3.5+)

. for speed: a little Cython & C
. gOOd docs (for users, devs)

. g00d test coverage, travis Cl
. vagrant for platform testing




Borg Backup - Status

e 1.0.12 "oldstable" (last release?)
e 1.1.8 "stable" (ongoing releases)

e "nydrogen" milestone (1.2?):

= code cleanups / refactorings / drop py34
= new internal crypto api (AEAD style)
= new repo compaction handling

e "helium", ... milestones:

= bigger crypto changes
= multithreading



We need more contributors!

. developers (Python, Cython, C)

« testers (alpha/beta/rc, reproduce issues)

. dOoCs maintainers (reST/ sphinx)

. COMMuNity supporters (ML/ github)

e Security reviewers

.« SpoONsors / donations (via BountySource)



Links
github.com/borgbackup

github.com/borgbase/vorta

[long vorta screencast]

[borg screencast]

Questions / Feedback / Meet?

Or use IRC, github issues or the mailing list.

Twitter: @borgbackup, @_m3nu


https://github.com/borgbackup
https://github.com/borgbase/vorta
https://files.qmax.us/vorta/screencast-7.mp4
https://asciinema.org/a/134286?speed=6

